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ABSTRACT

Encryption and watermarking are complementary lines of defense in protecting multimedia content. Recent
watermarking techniques have therefore been developed independent from encryption techniques. In this paper, we
present a hybrid image protection scheme to establish a relation between the data encryption key and the watermark.
Prepositioned secret sharing allows the reconstruction of different encryption keys by communicating different activating
shares for the same prepositioned information. Each activating share is used by the receivers to generate a fresh content
decryption key. In the proposed scheme, the activating share is used to carry copyright or usage rights data. The bit
stream that represents this data is also embedded in the content as a visual watermark. When the encryption key needs to
change, the data source generates a new activating share, and embeds the corresponding watermark into the multimedia
stream. Before transmission, the composite stream is encrypted with the key constructed from the new activating share.
Each receiver can decrypt the stream after reconstructing the same key, and extract the watermark from the image. Our
presentation will include the application of the scheme to a test image, and a discussion on the data hiding capacity,
watermark transparency, and robustness to common attacks.
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1. INTRODUCTION

Encryption and watermarking each provide a different /ine of defense in protecting content. Recent research has
therefore followed two different avenues resulting in encryption techniques that are independent from watermarking
techniques:

e Encryption makes the content unintelligible through a reversible mathematical transformation based on a secret
key [1,2]. In secure multimedia content distribution, the audio/visual stream is compressed, packetized and
encrypted [3]. One of the most challenging problems in distribution architectures is the delivery of the decryption
key.

o Watermarking (data hiding) [4,5,6,7] is the process of embedding data into a multimedia element such as image,
audio or video. This embedded data can later be extracted from, or detected in, the multimedia element for
different purposes such as copyright protection, access control, and broadcast monitoring.

One possible avenue of research is to establish a relation between the data encryption key and the watermark. A recent
method for delivering the keying information in secure multimedia multicast applications suggests the use of a media
dependent channel [8]. The rekey messages are embedded in the multimedia stream rather than being sent in a separate
channel. In a previous work, we proposed a secret sharing scheme to carry the both the rekeying information and
copyright/usage rights data as a bit sequence in the transport stream and as a watermark [9]. This paper will present an
implementation of this scheme to protect digital images in distribution. We start with a brief introduction to secret
sharing.

Secret sharing is an approach for developing multi-party protocols for key establishment [1]. Schemes based on secret
sharing not only provide a reliable mechanism for the protection of cryptographic keys without increased risk of
disclosure but they also facilitate distributed trust or shared control for critical activities.
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Definition 1: A (¢, n) threshold scheme (¢t < n) is a method that enables a trusted dealer to divide a secret S into n secret
shares S, (1 <i<n) in such a way that at least 7 shares are required to reconstruct S. It is assumed that each S, is securely

distributed to user P, and stored as confidential information.

Definition 2: A perfect threshold scheme is a threshold scheme in which the knowledge of (¢-1) or fewer shares does not
provide any advantage to the opponent to find the secret S.

In Shamir’s (¢, n) threshold scheme [10], the secret S is defined to be the coefficient @y of a random (z-1)-degree
polynomial f{x) = (a..x"" + ...+ a1x + a) mod p over the finite Galois Field GF(p). The trusted party is responsible for
the following tasks in order to divide the secret among » users:

Choose a prime p larger than n and the secret S.

Construct f{x) by selecting (z-1) random coefficients a, ..., a,,.

1

2

3. Compute the shares S, by evaluating f{x) at n distinct points.
4. Securely distribute S, to user P,(1 <i<n).

t-1
The secret S can be obtained by constructing the polynomial f(x) = ZO Vi - Hl (x - x))/(x; - x;) from any ¢ of the n
i= Kj<t-1, ‘

shares, and computing £(0).

Definition 3: A prepositioned secret sharing scheme is a threshold scheme in which some secret shares are stored by the
participants in advance of the activation of the scheme with the added property that even if all of the pieces are exposed
in violation of the protocol, the secret key cannot be recovered until some additional information is provided [11,12].
In our implementation of the hybrid scheme, we store #-1 shares as prepositioned information in the receivers to enable
the reconstruction of a secret using one more secret share (i.e., the “activating” share).

2. HYBRID SCHEME

Encryption and watermarking are two primary technologies for protecting multimedia content. In the proposed scheme,
the basic tasks performed by the sender and receiver are as follows:

Sender side (The sender has the prepositioned secret shares sy, 52, 53,5 ,, Where s; € Z'):

1. Generate sy, the activating share, and construct K as the shared secret from so, 51, 52, 53, .S .
Iyy=Embed WM (I, W), where Embed WM () is the watermarking embedding function, / is the image, and W is
the watermark.

3. C=Encrypt (I, K), where Encrypt () is a robust symmetric cipher, and C is the ciphertext message.

4. Send (so, C) over the communication channel.

Receiver side (The receiver has the prepositioned secret shares s, s5, 53 S ,, Where s; € Z):

Receive (so, C) over the communication channel.

Reconstruct K from sy, 51, 52, 83,5 .

I'y=Decrypt (C, K), where Decrypt () is the symmetric cipher to recover the watermarked image 7’y .
W’ = Extract WM (I ’y), where Extract WM () is the watermark extraction function.

bl S

The above tasks require three tools: a key generator, a cipher, and a watermarking scheme. In our experiments, we used
the following software:

e For the construction of a shared secret symmetric cipher, the solution of a linear system of equations is needed in
finite arithmetic. NTL [13], an appropriate tool for this purpose, is free software that can be used according to the
terms of the GNU General Public License. It is a portable C++ library that provides data structures and algorithms
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for arbitrary length integers; for vectors, matrices, and polynomials over the integers and over finite fields; and for
arbitrary precision floating point arithmetic.

e The Advanced Encryption Standard (AES) is a Federal Information Processing Standard (FIPS) (FIPS Publication
197) that specifies a cryptographic algorithm for use by U.S. Government organizations to protect sensitive,
unclassified information. The AES algorithm is a symmetric block cipher that is capable of using cryptographic
keys of 128, 192, and 256 bits to encrypt and decrypt data in blocks of 128 bits. A public-domain implementation
of the 128-bit AES cipher is written by Szymon Stefanek [14].

e A watermarking algorithm consists of the watermark structure, an embedding algorithm and an extraction, or a
detection, algorithm. Watermarks can be embedded in the pixel domain or a transform domain such as the DCT or
discrete wavelet. Singular Value Decomposition (SVD) is a recent approach used in watermarking. Software for
SVD is available at Numerical Recipes [15].

There are several uses of the proposed hybrid scheme. In copyright or content protection systems, the most critical
information that needs to be carried from the source to the receivers includes time stamps, Copy Control Information
(CCI), and copyright ownership data. 1f this information needs to change from one multimedia element (image, video,
etc.) to another, how can this change be induced? Secret sharing offers a solution, providing a means to change the
watermark in the multimedia content be sending a new activating share to the population of receivers.

Example: Assume that we have the 3 pieces of information given in Figure 1. Each piece needs to be carried with a
different image that will be delivered. We carry the information as a bit sequence in the activating share, and also embed
the same information in the content as a visual watermark.

Time: 12:15 AM Time: 05:30 PM Time: 09:45 PM

Date: 10/20/2004 Date: 08/14/2004 Date: 03/08/2004

Content: Motion picture Content: Sports Game Content: Opera Concert

Title: Lost in Translation Title: Yankees vs. Cubs Title: La Traviata

Rating: Restricted Location: Yankee Stadium Composer: Giuseppe Verdi

Price: $4.99 Event: World Series Conductor: James Levine

CCIL: 11(Never copy) Price: $3.59 Price: $6.79

Package type: Pay-per-view CCI: 00 (Copy Free) CCI: 10 (Copy Once)

Owner class: Movie studio Package type: Subscription Package type: Impulsive PPV

Studio: Warner Brothers Owner Class: MLB Owner Class: Metropolitan Opera

Distribution: Terrestrial Distribution: Satellite Distribution: Cable

Broadcaster: ABC Broadcaster: DirecTV Broadcaster: Time Warner
Information 1 Information 2 Information 3

TIME: 12:15 AM TIME: 05:30 PM TIME: 09:45 PM

DATE: 10/20/2004 DATE: 08/14/2004 DATE: 03/08/2004

CONTENT: MOTION PICTURE CONTENT: SPORTS GAME CONTENT: OPERA CONCERT

TITLE: LOST IN TRANSLATION TITLE: YANKEES VS CUBS TITLE: LA TRAVIATA

RATING: RESTRICTED LOCATION: YANKEE STADIUM COMPOSER: GIUSEPPE VERDI

PRICE: 54.99 EVENT:  WORLD SERIES CONDUCTOR: JBMES LEVINE

EEl= 11 (NEVER COPY) PRICE: $3.59 PRICE: $6.79

PACKAGE TYPE: PAY-PER-VIEW elen ey 00 (COPY FREE) elen ey 10 (COPY ONCE)

OWNER CLASS: MOVIE STUDIO PACKAGE TYPE: SUBSCRIPTION PACKAGE TYPE: IMPULSIVE PPV

STUDIO: WARNER BROTHERS OWNER CLASS: MLRE OWNER CLASS: METROPOLITAN

DISTRIBUTION: TERRESTRIAL DISTRIBUTION: SATELLITE DISTRIBUTION: CABLE

BROADCASTER: ABC BROADCASTER: DIRECTV BROADCASTER: TIME WARNER

Visual Watermark 1 Visual Watermark 2 Visual Watermark 3

Figure 1. Copyright/usage rights information and corresponding visual watermarks
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A similar approach is used in the Digital Transmission Content Protection (DTCP) Specification [16] that defines a
cryptographic protocol for protecting audio/visual entertainment content from illegal copying, intercepting and
tampering as it traverses digital buses such as the IEEE 1394 interface. For the transfer of the CCI from a source device
to a sink device, two methods can be used:

e  The Encryption Mode Indicator (EMI): The Copy Generation Management System (CGMS) bits are carried via the
most significant two bits of the synch field of the isochronous packet header defined by the interface specification.
The EMI allows immediate access to CGMS information without extracting embedded CCI.  The CGMS
information is used as an argument in the key exchange protocol to generate the keys for encrypting the content
across the interface. Modifying the EMI bits in an unauthorized way will result in erroneous decryption of the
content.

e Embedded CCI: The CCI is carried as part of the multimedia content stream. Some transport formats (including
MPEQG) include fields allocated for the CCI associated with the stream. The CCI can also be embedded as a
watermark directly into the content.

3. SVD-BASED WATERMARKING SCHEME

Although any other watermark embedding and extraction algorithm can be used, we implemented an SVD-based
watermarking scheme.

Every real matrix 4 can be decomposed into a product of 3 matrices 4 = UXV”, where U and V are orthogonal matrices,
U'U=1V'V=1Iand X = diag (A, A, ...). The diagonal entries of X are called the singular values (SVs) of 4, the
columns of U are called the left singular vectors of 4, and the columns of V" are called the right singular vectors of 4.
This decomposition is known as the Singular Value Decomposition of A, and can be written as
r
T

where r is the rank of matrix 4. Note that each SV specifies the luminance of an image layer while the corresponding
pair of singular vectors specifies the geometry of the image.

The SVD is one of the most useful tools of linear algebra with several applications to multimedia including image
compression [17,18,19,20,21,22,23,24,25], signal processing [26,27,28,29], and watermarking [30,31,32].

The SVD of the cover image A and the visual watermark W are, respectively, 4 = U X V T and W= U WZWVV;
a a a

A_,i=1,.., kdenote the SVs of the cover image, and A _,i=1,..,/denote the SVs of the visual watermark. The
1 wi

scaling factor a is chosen to be the constant 0.1.
Watermark Embedding

The watermark is embedded by using the SVs of the watermark to modify the corresponding SVs of the cover image,

yielding distorted SVs ﬂfi:
1
M oq var
i i wi
The watermarked image is then constructed as:
A d _ Uy ZZ’ V}
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Because the watermark  is embedded in 4, the size of W should be less than or equal to the size of 4, but the rank of ¥
may be smaller, equal to, or greater than the rank of 4.

Watermark Extraction

The watermark extraction process is the inverse of the embedding process:
d _ i i
pd =T

The extracted singular values are used with the orthogonal matrices Uy and Vjy to construct the visual watermark:

d,T

=UpyZyVy .
extracted wew"w

4. WATERMARKING AND ENCRYPTION OF IMAGES

Our experiments included several cover images and visual watermarks. We will present the results for one cover image
and one visual watermark. In this experiment, we used three 128-bit shares (the activating share, and 2 prepositioned
shares) to construct the encryption key. The shares and the constructed key are given in Table 1. The encryption key is
computed as part of the solution of the linear system of three equations with three unknowns, i.e.,

1) = (@x” + aix +ag)  mod p

Yo = ax(x0)’ +aixo+a, modp
yi=ax) +ax +a modp

V2= ax) +aix;+ay, modp

To find the solution (a, a1, o), the NTL generates an appropriate value of p. Once the coefficients of the 2™ degree
polynomial are determined, we obtain f{0)=a,.

Table 1. Shares and secret encryption key

Share Value
Activating (xo,)o) 61 f4 a7 d4 a8 72 70 e0 04 09 8f 64 96 2d 14 be
Prepositioned 1 (x1,y1) 01 3c 75 48 98 59 71 c9 46 cl1 71 da a6 40 08 b4
Prepositioned 2 (x,.,)) Oc 02 52 fd 68 fc 80 68 82 82 a4 51 ed 8b 73 e0
Encryption key (o) ed 66 05 2b 23 ea 21 48 4e 6a 82 c0 83 dd 77 8f

Figure 2 shows the 512x512 gray scale cover image Lena, the 512x512 gray scale Visual Watermark 1, the watermarked
Lena, and the extracted visual watermark before any attacks. The information contained in Visual Watermark 1 is
carried in the activating share.

The length and binary representation of each piece of information (time, date, content, etc.) is included in Table 2. As
there is no industry standard, the binary values are arbitrarily chosen to guarantee uniqueness in each field.
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(d)

Figure 2. (a) Cover image Lena, (b) Watermarked Lena, (c) Visual watermark, (d) Extracted watermark.

Table 2. Representation of information in Visual Watermark 1

Field Value # of allocated bits | Binary representation
Time/Day/Month/Year | 12:15/20/10/2004 32 0110000111110100101001111101010
Content Motion picture 8 10101000

Title Lost in Translation 28 0111001001110000111000000000
Rating R 4 0100

Price 4.99 14 00001001100011

CCI 11 2 11

Package type Pay-per-view 8 011001000

Owner class Movie studio 8 10010110

Studio Warner brothers 8 00101101

Distribution Terrestrial 8 00010100

Broadcaster ABC 8 10111110
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The encryption key in Table 1 was used to protect the watermarked Lena in transmission. The watermarked and
encrypted image is shown in Figure 3.

Figure 3. Watermarked and encrypted Lena

5. ATTACKS ON WATERMARKED IMAGES

The SVD-based watermarking scheme was tested using seven attacks. The chosen attacks were JPEG compression,
JPEG 2000 compression, Gaussian blur, Gaussian noise, rescaling, rotation and cropping. All the attacks were
performed using the freeware xnview software.

Figure 4 shows the first attack (i.e., JPEG compression) on the cover image, and the watermark extracted after the attack.
The attack was to compress Lena at 30:1 ratio.

(@) (b)

Figure 4. (a) JPEG compressed Lena (30:1), (b) Extracted watermark
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Figure 5 shows the second attack (i.e., JPEG 2000 compression) on the cover image, and the watermark extracted after
the attack. The attack was to compress Lena at 50:1 ratio.

(@) (b)

Figure 5. (a) JPEG 2000 compressed Lena (50:1), (b) Extracted watermark

Figure 6 shows the third attack (i.e., Gaussian blur) on the cover image, and the watermark extracted after the attack.
The attack was to blur Lena using a radius of 3.

(@) (b)

Figure 6. (a) Gaussian blurred Lena (radius=3), (b) Extracted watermark

Figure 7 shows the fourth attack (i.e., Gaussian noise) on the cover image, and the watermark extracted after the attack.
The attack was to introduce noise to Lena using the parameter 0.2.
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(@) (b)

Figure 7. (a) Gaussian noisy Lena (0.2), (b) Extracted watermark

Figure 8 shows the fifth attack (i.e., rescaling) on the cover image, and the watermark extracted after the attack. The
attack was to rescale Lena to quarter of its size, and then back to its original size using bilinear interpolation.

(@) (b)

Figure 8. (a) Rescaled Lena (512x512 - 256x256 = 512x512), (b) Extracted watermark

Figure 9 shows the sixth attack (i.e., rotation) on the cover image, and the watermark extracted after the attack. The
attack was to rotate Lena 20 degrees clockwise first, and then to rotate it back to its original position using bilinear
interpolation.
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(a) (b)

Figure 9. (a) Rotated Lena (20 degrees), (b) Extracted watermark

Figure 10 shows the seventh attack (i.e., cropping) on the cover image, and the watermark extracted after the attack. The
attack was to crop the right half of Lena. In watermark extraction, the missing half was replaced with the right half of
unwatermarked Lena.

(@) (b)

Figure 10. (a) Cropped Lena (right half), (b) Extracted watermark

Although the image loses its entire commercial value after each attack, the watermark is extracted in a reliable way. The
worst attack appears to be the rotation of the image, which results in a very noisy visual watermark. Even in this case,
the information is still legible.

10
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6. CONCLUSIONS

We presented a hybrid image protection scheme that integrates encryption and watermarking. It can be used in unicast,
broadcast and multicast applications of multimedia. Encryption is needed to prevent unauthorized access to multimedia
content, and watermarking is used for copyright protection. The scheme is based on prepositioned secret sharing that
allows the construction of fresh encryption keys by communicating different activating shares. A part of the activating
share can be used to carry copyright or usage rights data. In our experiments, we used the entire 128-bit activating share
for this purpose. This data was also embedded into multimedia content as a watermark. On receipt of the activating
share and the encrypted content, each receiver can construct the decryption key, decrypt the content and extract the
watermark.

The SVD-based watermarking algorithm was resistant to seven attacks (JPEG compression, JPEG 2000 compression,
Gaussian blur, Gaussian noise, rescaling, rotation and cropping) commonly used to evaluate the robustness of
watermarking schemes. The embedded watermark may include the time and date of broadcast, a brief description of
content, the CCI, and information about the package type, owner, broadcaster and distribution mechanism.

Each new activating share provides the opportunity to change the watermark in the content. In some broadcast systems,
the decryption key changes every few seconds. In such systems, as the watermark does not need to change at that
frequency, there needs to be a different mechanism to trigger the change in the watermark.

The watermarking scheme used in our implementation (or any other SVD-based algorithm) can be primarily used for
copyright protection purposes. Watermark extraction requires the value of the scaling factor, the singular values of the
unwatermarked cover image, and the left and right singular vectors of the visual watermark. For different images and
watermarks, this information cannot be stored in receivers with limited storage capacity.

In watermarking schemes, either the embedded watermark or its representation needs to be a secret. For example, when
a new movie is released on a DVD, its CCI would normally be “never copy.” This information is known but the way it
is represented as a watermark should be securely kept. As the activating share contains full information about the
watermark, several methods can be considered to hide the mapping between the copyright and usage rights information
and the actual watermark. A visual watermark serves as one method of hiding this information.
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